While not every investigation is either subject to legal proceedings or intend to be used in the court of law, it is advisable to treat all the investigations with an anticipation that the evidence extracted and the subsequent forensic analysis of the data should be forensically sound or probative .
In addition, the importance of using automated tools during forensics process is recommended in IOCE's guidelines to mitigate the risks of human errors (7) . So, the tools, principles and methodology employed during mobile device forensics process must meet the requirements of legal admissibility stipulated by the Daubert Principle (8) .
The huge number of mobile forensic tools appearing on the forensic arena almost daily are rarely subject to independent and scientific validation and verification. Most of the tests and evaluations are done by the vendors. Obviously, forensic examiners, bearing in mind the legal requirements for admissibility of the digital evidence, face the challenge of selecting the right tools which produce forensically sound evidence, hence probative and legally admissible.
Moreover, tools play a vital role in digital evidence processing and are used almost in all the phases of digital forensics process (9) . So, it is important for a forensic examiner to know how reliable and accurate a tool is before being used. We have used the evaluation to gauge and verify the reliability and accuracy of two most prominent mobile forensic tools such as UFED Physical Pro 1.1.3.8 and XRY 5.0 based on the Smart Phone Tools Specifications by NIST (10).
This paper is organized as follows. The introductory section underlines the omnipresence of digital mobile devices in the digital society, the numerous benefits one side, and yet the opportunities to use the same devices for illegal and unlawful activities on the other side. It posits also the need to have an independent and rigorous evaluation of these tools under the conditions of the Daubert principle. The second section describes the main characteristics of the discipline of digital forensics in general, enumerates the most important models of digital forensic investigation, and provides the key attributes of our model used later on the mobile devices. The section continues with the enumeration of the major digital forensic tools, and then introduces the salient requirements and features of mobile forensics, as well as the major components that must be considered and evaluated. The paper continues with the third section, which is the actual process of the evaluation of the tools. It starts with the methodology, and then gives the results of the process of the investigation against the mandatory functions as defined by the NIST requirements. Finally, the last section discussed the results of the evaluation and the comparative analysis, provides information on the additional ongoing research and outlines the next steps in this research endeavour on mobile forensics.
DIGITAL FORENSICS
Digital Forensics (DiFo) is a rapidly growing discipline in the field of Forensics Science, which began in the late 1980s and early 1990s [11, 12] . Since then, DiFo established a viable set of principles, methods, mechanisms and tools transcending through wide spectrum of domains that range from the law enforcement agencies to the military, business, industry organizations and institutions. Since it is a relatively new field many working groups and associations such as DFR WS, SWGDE, CART, NTJ and TWGDE have tried to formalize, standardize and mitigate inconsistencies in terminologies, definitions, processes, procedures and techniques that constitute the wide area of DiFo (II) (12) .
A. Digital Forensics Process Models
Digital Forensics, which by its nature is exploratory, follows similar processes used by the law enforcement agencies during a crime scene investigation (13) (14) . Since every investigation may have unique characteristics it is rather challenging to define a general digital forensic process model. Hence, one can find various models which are quite similar to certain extent such as the models proposed by US DO] (IS) and First DFRWS (16) , the Abstract Digital Forensics Model (17) , and Integrated Digital Investigation Model (18) .
By working in a controlled laboratory environment, we have used our own model that is a derivation of the above enumerated models, and is based mostly on the different phases or stages as described below:
1.
Collection: This stage deals with the collection of various potential sources of digital evidence e.g. mobile device both working and auxiliary storage, SIM cards etc.
2.
Identification: The focus us on the recognition by labelling the potential sources of digital evidence.
3.
Acquisition: Translates to the extraction of e
Evidence from various sources that have been captured and seized.
4.
Preservation: Here the emphasises on using the adequate measures that ensure the integrity and the authenticity of digital evidence.
5.
Examination and Analysis: It comprises of the activities such as searching, filtering, uncovering and examining/evaluation for relevance and probative value of the extracted e-Evidences. In this section we will elaborate how the tools were populated with data objects and evaluated. For evaluation, we have used "Validation approach" since the tools were of propitiatory nature and there was no access to their documentation and source code.
D. Evaluation Methodology
We will evaluate both the tools in the light of NIST Smartphone Tool Specification which consists of a number of specifications with their associated Test Assertions and Conformance Indicators. These specifications with their associated assertions are further classified into "Core" and "Optional" ones. In this paper; however, we will limit ourselves to test and evaluate compulsory smart phone tool specifications along with their corresponding test assertions.
We will present the result of our evaluation graphically to help in deciding the right tool for the right job. The evaluation results will also help the respective vendors to improve their products.
E. Tools Overview
Before proceeding to present our results, it is necessary to provide a brief overview of the tools and devices used during the evaluation process. 
F. Population of Data Objects
Following the methodology introduced by Invalid source specified., three different methods exist for data population and we have used all three in our research.
1)
Manual: Populating data objects by handset user interface.
2) Semi Manual: Copying or transferring data objects from same or similar mobile device to other.
3) Automatic:
Using an application or scripting tool to populate data objects into a mobile device.
To avoid any wrong interpretation and analysis of extracted digital evidence, initial states of handsets were acquired and kept safe as "control states" within our reference space.
Current date and time was also set before populating the devices. e.
Internet History: In this case, 500 entries were populated by browsing the Internet using WLAN. Only 10 out of 500 were manually deleted.
f Standalone Files: There were 1629 entries in the population, and 386 out of these 1629
were manually deleted.
g.
Application Files: A total of 438 office and PDF files were populated and 5 out of them were manually deleted.
h. GPS Entries: Pictures with associated GPS metadata were populated. e.
2) Nokia
Internet History: Exactly 500 entries were populated by browsing internet using WLAN.
In this case, 20 out of 500 were manually deleted.
f Standalone Files: In total, 1709 entries were populated and 155 were manually deleted.
g.
Application Files: The number of office and PDF files that were populated was 437, and 5 out of them were manually deleted.
h.
GPS Entries:
Pictures with associated GPS metadata were populated.
3) SIMCard:
a. P 1M: Entries were populated manually and also copied from internal memory to the SIM card for both the smart phones. Total 246 entries were populated.
Message: A total of 30 entries were populated and then 10 were deleted manually.
c. Call Log: Tn this case, II entries in total were populated.
G. Evaluation Process
The evaluation process was carried out by following forensic model introduced in Section II.
1) Collection:
Mobile devices with potential containers of digital evidences were the property of the Cyber Scene
Investigation lab at DSV. The devices were interacted in a controlled environment, which somewhat relaxed the conditions for data collection.
2) Identification:
Handset Reliability assurance levels were computed by following the evaluation process introduced above.
7)
Reporting: This is addressed in the section were we discuss the findings and the results.
IV. RESULTS AND DISCUSSION
Each assertion was tested and if the actual and the expected result were identical then it is a pass with respect to a specific criteria, otherwise they were qualified as a fail.
The complete results were charted, where 
